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Specify the IP of the destination device.

Destination Host:

[z2ies0 ] ®
Specify the port number used to connect to the destination device.

Destination Port:
2404 | @

Specify the time, in seconds, the driver waits when attempting to establish a connection to
the destination device.

Connect Timeout (s):
3 @

T—5(N) HE

- e wr e L — ————



Kepware H[E XA

EIEI R B S BOARAT R 2 7

SiboTech

9. WH COT1£i% )R KA Originator Address, X H I 104 15 #% i R 45— F Rp AT

10. WHERL, B

“«

Jt

FINEEES

Specify the Cause of Transmission (COT) Size.

Cause of Transmission (COT) Size:

Specify the Originator Address used in second byte of COT.

Originator Address:
0 @

Specify the time, in seconds, to wait for acknowledgement (ACK) to a transmitted APDU.

T1 (s):
B

Specify the time, in seconds, to wait before sending a supervisory APDU acknowledgement

(ACK).
T2 (s):
10 @

7, AEIXHLAT UG BL_E BT e B E R AT i

R

EINEERS

= iR
AR
iREH
BENER

B
TR

o i

ERYFNC L
DL IS B ER

o 5kt
miLRZE
TE{RFR

EEZ eyt ¢t ]
FolE

=] Communications
Destination Host

Destination Port
Manna e + Timmm e o Fe

AR Shic e

| T

IEC60870-5-104 Client

IEC 60870-5-104 Client

bl

A

a

Realtek PCle GbE Family Controller

REAMAETCHRTE
10

Bl

192.168.0.15

2404

et

SEAk(E)

BUH

BE



Kepware H[E XA

EIEI R B S BOARAT R 2 7

SiboTech

(3 BI85 - IEC60870-5-104 Client

JErA = il
A Eg
LAARETE L
Sk I
BE Bk ]
Communications IR
60870 Setlings o RiH S
o hRRBRE
R
= 5kt
A%
LIFET
PR Nt
FEE

= Communications
Destination Host
Destination Port
Connect Timeot (s)
=l Address Settings
Cause of Transmission (COT) Size

B
{EELHRAUFR.

> FEE%: New Device
SR R “ AR AT BE TER B kg, HHTRAINE.

) [BEEEFHETH] - KEPServerEX 6 I
MHE) RIBE WEN TEO ETEER #EH)
S-TETC L (] SRS R Y gl

=@ WE
W

[ {2l DNP3

-l IEC104

L iEC60870-5-104 Clien

L BEERE .

B BlE

£ Advanced Tags
E!"@ Alarms & Events
{2 Add Area..
® DataLogger

Bl FnHEE
=@ EFM Exporter

8 Add Poll Group
IDF for Splunk
O Add Splunk Connection
& g'bk loT Gateway
L8 Add Agent .

=) 3 Local Historian
L. Add Datastore...
[l Profile Library
& g B
Scheduler

(@ Add Schedule
&) SNMP Agent

A R B TE 44 0% 5 “Properties” , B XU IEIE 44 FRE OB IE S 4.

IEC60870-5-104 Client

IEC 60870-5-104 Client

]

o

Realtek PCle GbE Family Controller

MEN AR AR E
10

FER
192.168.0.15
2404

3

Two Octets

FiF =28

B & AHR “Name” , BECYHEMAFK, KEENTEOY “Be& 17, ReHd “T 87



* ®
Kepware H[E X ACHE I E SR A BR A 7] S'bo TeCh

FInEERS

IEEHXIZAHTR,
B
C

—#(N) BUH

3. ®FEAR A “Scan Mode” , REFERIN, B 7

&« HIRERS

ATigE B e PR EE,
S
EEERE SR v @

W (4575 BOSIBRSTIORRES IR RS, MASUEIRESE,
SEESEHIAEST
225 v @

—#(N) BE

:r'.f"r'f—

4. WERMEEG “HPEELT , REFBOAREAZ, Hdi “TF—




Kepware H[E XA RN A MR A R 2 A

SiboTech

<« RINEERS

B EET S IR SRR,
[ri=inletd

=

v | @

TN |

5. WENKXZH, REBA, T8

o2 FINEERS

EERENNEK, ZERIFEE SRR ERER T,
BAEX:
(UTC+08:00) L3R, Bk, HERIITEEK, S8A45F

BTHEE: fRFEERENESEESTEE, ZRNEEISERESH.
EEESHT:

= - @

BFSE aE SRESFNT S,

Rl Sy r
o=m v @

T—#(N) |

Ubrurrre TS TTHTTRR T

6. iX%% Common Address, , H.ii “F—1"7 .

10

HUiH

HjH



Kepware H[E XA

EIEI R B S BOARAT R 2 7

SiboTech

BENMED . B 1

Ca-RSEERIIR g E e

7 Mg 1] ik

&

tnsre

RINEERS

Specify a Common Address. May be structured to permit the addressing of the whole

station or just a particular sector.

Common Address:

3] @

When enabled, unbuffered tags will perform polled reads when last-read data is older than
the scan rate. When disabled, only previously received cyclic and background scan data will

be reported.
Polled Reads:
2 .| @

Specify the length of time, in milliseconds, the driver waits for basic communications to
complete with a device. If this time expires, another attempt may occur based on the

attempt count.
Request Timeout (ms):
10000 @

Specn‘y the Iength of ilme i

conds, the drlverwans for general or counter
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Time Sync Initialization:

End of Initialization v @

Configure when the IEC 60870 client
Gl Initialization:
End of Initialization v @
Configure when the IEC 60870 client
Cl Initialization:

@

End of Initialization >
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should send General Interrogations.

should send Counter Interrogations.

Ve

A IS 8] 5O 1 2B RIS

Specify the interval to send a General Interrogation (in minutes). A value of 0 disables this

feature.
Periodic Gl Interval {min):

Specify the interval to send a Counter Interrogation (in minutes). A value of O disables this

T

BRINRERS

feature.

Perigdic Gl Interval (min):
5

Specify the interval to send a Counter Interrogation (in minutes). A value of 0 disables this

feature.

jodic Cl Interval (min):
@

Enable to send a test command periodically.

Test Procedure:

= . @
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Test Procedure:

15 @

X

Enable to played back events for buffered data. When disabled, only the most recent event

are reported.

ck Events:
= F@

Specify number of events each tag can buffer.

Playback Buffer Size:
100 @

Specify the rate, in milliseconds, at which events are played back.
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Monitor ASDUs

Monitor Data .
TYPEID Type ASDU |Description
SR Boolean  |1,30 | Single-Point Information

Double-Point Information: Possible values are 0, 1, 2, and 3
0: Indeterminate or Intermediate State
M_DP Char 5,31 1: Determined State OFF
2: Determined State ON
3: Indeterminate State

M_ST Char 5,32 Step Position Information: Possible values are -64 to +63. Supports the Transient sub-type.
M_BO DWord 735 Bit string of 32 bit. Support bit indexing into the following sub-types: Value and CurrentValue
9,21 Measured Value, Normalized Value: This represents a value between -1 and 0.999969482421875. Devices transmit this value and the driver converts this into its
M_ME_NV Float LG .
34 appropriate floating-point value.
M_ME_SV Short 11,35 Measured Value, Scaled Value. Possible values are -32768 to +32767.
M_ME_FV Float 13,36 |Measured Value, Short Floating Point Number.
M_IT Long 15,37 |Integrated Totals. Supports the SQ sub-type. Does not support unbuffered "Current” sub-types.
SUB-TYPE
The SUB-TYPEs that are available are determined by the TYPEID. Monitor TYPEIDs can only use monitor SUB-TYPEs. For more information, refer to the table below
SUB-TYPE LLEE Description
Type
The Event Playback value. Values received during General Interrogation (GI) and event acquisition are played back with this tag. If the quality descriptor IV (invalid) bit is set, this tag
See
Value Seen | shows bad quaty.
When used with M_BO, this supports bit indexing. For example, to access bit 0 in the value tag, use the sub-type Value with .0 appended: Value.0.
This reports all unbuffered data; which indudes cyclic, background scan, and polled reads. If the quality descriptor IV (invalid) bit is set, this tag shows bad quality. When used with
M_BO, this supports bit indexing. For example, to access bit 0 in the value tag, use the sub-type CurrentValue with .0 appended: CurrentValue.0.
ClirentVale: %?;HD NetSupncael ForMai
Polled reads are performed with the read command: C_RD Type ID 102. Although the standard considers this a control operation, the physical reads are performed with the monitor
TYPEIDs.
——— . The Event Playback timestamp. Timestamps received during GI, event acquisition, cydiic updates, and background scans are played back with this tag. If the device provides data
Iz without a timestamp, the Timestamp tag value is set to 1899-12-30T00:00:00.000 and it is set to bad quality.
CurrentTimestamp* | Date Same as Timestamp, but with unbuffered data
QualityDesc Byte The Event Playback quality description field. Quality descriptions received during GI, event acquisition, cydlic updates, and background scans will be playad back with this tag
CurrentQualityDesc* | Byte Same as QualityDesc, but with unbuffered data
cor Word The Event Playback Cause of Transmission (COT) field. For COT values as specified in 60870-5-104, section 7.2.3, refer to the table below.
CurrentCOT* Word Same as COT, but with unbuffered data
The Event Playback Transient bit associated with M_ST ASDU type.
Transient Boolean | 0: Equipment is not in transient state.
1: Equipment is in transient state,
CurrentTransient* Boolean The same as the Transient, but with unbuffered data.
sQ Char The event playback sequence field associated with the M_IT ASDU type. A number between 0 and 31 represents the sequence notation.
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Control ASDUs

These Control ASDUs are write only.

Control TYPEID |Data Type |ASDU |Description

c_sc Boolean 45,58 |Single Command

Double Command. Possible values are 1 and 2
0: Not Permitted

c.bc Char 46,59 1: Determined State OFF

2: Determined State ON

3: Not Permitted

Regulating Step Command. Possible values are 1 and 2.
0: Not Permitted

C_RC Char 47,60 [1: Next Step LOWER

2: Next Step HIGHER

3: Not Permitted

C_SE_NV Float 48, 61 [Measured Value, Normalized Value: This represents a value between -1 and 0.999969482421875. Values outside the range fail and report bad quality.
C_SE_SV Short 49, 62 |Set point command, scaled value.

C_SE_FVv Float 50, 63 | Set point command, Short Floating Point Number.

C_BO DWord 51, 64 | Bit string of 32 bits. Does not support bit indexing.
SUB-TYPE

The SUB-TYPESs that are available are determined by the TYPEID. Control TYPEIDs can only use control SUB-TYPEs. For more information, refer to the table below.

SUB-TYPE Dei Description
Type

The two-step write value. Writing to this causes the associated command ASDU to write to a device using select-and-execute. In this mode, writes occur with a dual

SelectExecutevalue | 522
TYPEID command/response from the device.

See The single-step write value. Writing to this causes the associated command ASDU to write to a device using direct execute. In this mode, writes occur with a single

DirectValue
TYPEID command/response with the device

Select See The first step of a two-step write value process, also known as Select Before Operate (SBO). Writing to this causes the device to select the associated command ASDU. For points
TYPEID that require an SBO command, the process can be completed using the DirectValue write (assuming the select timeout has not expired).

Deselect See b | The opposite of a Select operation; writing to this causes the device to deselect the associated command ASDU

OPTIONAL

The below properties can be included with select Control TYPEIDs, but are not required. These allow access to additional Control SUB-TYPE options. Optional addressing can be used in any order.

Applicable

OPTION | o0 e

Description

Control ASDU includes the IEC 60870 client system time in the transmitted command. If not included, timestamp is not transmitted. These are effected by the configured time

Timestamp | All Control ASDUs
zone settings

C_SC
ShortPulse [ C_DC Control ASDU includes ShortPulse QoC. Only one of ShortPulse, LongPulse, or Persistent may be used at a time. Not specifying allows the device to use its default setting

C_RC

C_SsC
LongPulse |C_DC Control ASDU includes LongPulse QoC. Only one of ShortPulse, LongPulse, or Persistent may be used at a time. Not specifying allows the device to use its default setting.
C_RC

(se
Persistent | C_DC Control ASDU includes Persistent QoC. Only one of ShortPulse, LongPulse, or Persistent may be used at a time. Not specifying allows the device to use its default setting.
C_RC

“No additional definition” (value of 0) is used for command tags that support the Qualifier of Command (QoC) syntax, but have no QoC option is specified.

Control ASDUs Examples

1f an OPC dient must control single-point data monitored with IOA 100, it can be accomplished with control ASDUs. In 60870-5-104, monitor IOAs are read-only (used to transfer data from the IEC 60870 server to
the IEC 60870 client) and cannot be written. The IEC 60870 server; however, may be configured to expose a single control IOA at point 2100 such that it correlates to the monitor IOA 100 (for the same point).
When the IEC 60870 dlient changes the value of IOA 2100, the change is reflected in the monitored single-point I0A 100. The following tags can be used to send control ASDUs to the IEC 60870 server for single-
point 2100.

C_SC.2100.SELECTEXECUTEVALUE
C_SC.2100.DIRECTVALUE
C_5C.2100.SELECT
C_SC.2100.DESELECT

COMMAND.GI 2 mH

3 EiHRiEEE - IEC10408€ 1.6 X
e ; ?
£3 ]
Hei
COMMAND Gl
fit ] i)
&R E e
i ER (=) 100
Fx4
FETE LR & AIERIR
kg WE B gl

N, v tag k5 T AR (S
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M_DP{1-16777215
M_DP.{1-16777215

.CURRENTTIMESTAMP Date a HE
CURRENTWVALUE Char

M_DP{1-16777215} QUALITYDESC Byte BV
M_DP.{1-16777215}. TIMESTAMP Date

M_DP{1-16777215} VALUE Char

M_IT.{1-16777215}.COT Word .
M_IT {1-16777215} QUALITYDESC Byte

M_IT.{1-16777215}.SQ Char

M_IT {1-16777215} TIMESTAMP Date
M_IT.{1-16777215} VALUE Long
M_ME_FV.{1-16777215}.COT Word
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There ate two forms of tag addressing. The irst is nformaion object address (I04) based tag adcressing, which lbws access to cach individual daa point o1 a devio
ASDUs and control ASDUs. The second form is device-level com which allows control of device-specific commands.

(1 IEC 60870-5-104 Client D
@ Getting Started
@ Setup

[ Data Types Descriptior

[ Address Descriptions
@ Error Descriptions

'[9 IEC 60870-5-104 Interc

#-@ Server Help

I0A-Based Tag Addressing
Monitor ASDUs
Examples of Monitor ASDUs
Control ASDUs
Examples of Control ASDUs
Command-Based Tag Addressing

3 k

[35] OPC Quick Client - Zotmea *

TYPEID

Monitor ASDUs
Control ASDUs

Monitor ASDUs

TYPEID is the ASDU type.

IOA s the Information Object Address (IOA)
SUB-TYPE is the point’s driver-specific attribute.
OPTIONAL is an attribute that is not required.

IOA-Based Tag Addressing

Tag addressing takes the form TYPEID.IOA.SUB-TYPE.OPTIONAL. OPTIONAL, where:

Note: The Information Object Address (I0A) represents an IEC 60870 server device's point address. It is an integer between 1 and 254, 65535, or 16777215; dep:
Address Size property is set to one, two, or three octets (respectively).

The TYPEID represents the ASDU type as defined by the protocol. Types include monitor or control. Each monitor TYPEID supports multiple protocol-defined ASDU nurn
only. Control types represent data that can be written.

Ftag QI E 2R, LR QC BA Hk

Monitor Data o
TYPEID T ASDU |Description
M_SP Boolean 1,30 Single-Point Information
Double-Point Information: Possible values are 0, 1, 2, and 3.
0: Indeterminate or Intermediate State
m_pp Char 2,3 1: Determined State OFF
2: Determined State ON
3: Indeterminate State
m_sT Char 5,32 | Step Position Information: Possible values are -64 to +63. Supports the Transient sub-type.
M_BO DWord 7,33 Bit string of 32 bit. Support bit indexing into the following sub-types: Value and CurrentValue.
a 21 Meacirad Valiie Narmalizad Valie: This ranrasents a valiie hatwaen -1 and 0 QQ0QRA4AR2471R75 Navices fransmit thic

- o X
SZ{#E(F) Edit View Tools Help
0@ | e e $ BEX
-+ Kepware KEPServerEX. V6 IR ID I Figzeal I 18 Timestamp | Quali
a A DIECI04 IR E 1booll Boolean 0 16:44:07526 B
IECT0415 5 1._System IEC10412 & 1.boollout Boolean [ 16:44:07.121 B
ECI04. 12 1.GI Boolean [\ 16:44:07.120 B
IEC104.18 & 14ag1 Float 678.55999755859375 (0X4429A3D7) 16:44:07.577 B
@IECI04. 18 11ag2 Float 677 (0X44294000) 16:44:07.577 BRI
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